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1 Introduction

Constructing an Anonymous Network through the
Internet becomes one of the most important top-
ics recently. For instance, when we need a medical
consultation, but willing not to open our individual
information, even against a doctor (a receiver) or
against intermediate nodes, we can use an anony-
mous routing scheme ([2][3][5]). A whistle-blowing
activity is one of these cases that highly requires
keeping anonymous even against inner administra-
tors in sender-identifiable environments (e.g. NAT
Environment). A number of protocols have been
already proposed, but still there are several draw-
backs when we use them especially in such kind of
recent networks. In this report, I discuss about
some existing major schemes (Crowds [2], Mix-
net [3], Onion Routing [4]) and show their advan-
tages and drawbacks and focus on Onion Routing
Scheme and Sliced Onion Routing Scheme, which is
my proposal scheme[5], and show the considerable
aptitude for recent networks.

2 Main Researches

2.1 Trends of Recent Networks

Sender-Identifiable Environments:

NAT Environments or networks behind Firewalls
have been widely spread these days. However in
such networks, administrators can easily identify a
sender who sent data from inside through the Gate-
way (for the reason that outside-users can’t send
data directly to inside-users). We call these kinds
of networks as Sender-Identifiable Environments.
Dynamic Environments:

Recently, several kinds of dynamic networks are
wide spread (e.g. Wireless LAN, Ad-hoc Net-
works). These networks strongly require high avail-
ability for routing scheme.

2.2 Requirements

I raise the following two requirements of Anony-
mous Routing Scheme for Recent Networks.
Unlinkability (even in Sender-Identifiable Envi-
ronments)

Availability (even in Dynamic Networks)

2.3 Sliced Onion Routing Scheme (Our
Scheme)

Tamura, Kobara and Imai developed Sliced Onion
Routing Scheme[5][6], whose routing information
is unchanged, and each node open their own block
to transact the data. We don’t use multiple en-
cryption, but same as Onion Routing Scheme, our
scheme achieved both Sender Anonymity and Re-
ceiver Anonymity.

2.4 Computational Analysis (Compar-
isons)

As mentioned above, both Onion Routing Scheme
and our Sliced Onion Routing Scheme sat-
isfy Sender Anonymity and Receiver Anonymity
against a single or collusion of intermediate nodes.
Therefore we discuss furthermore from our require-
ments’ point of view (Unlinkability and Availabil-
ity, see 2.2).

2.5 Definitions and Notations

Definitions

-Availability:

Availability of a Node Probability of the con-
nectivity from the next nodes. Availability of a
Scheme (i.e. one of our requirement) Probability
of the reach ability of sent data using the Scheme.

-Uninkability: (i.e. one of our requirements)

We define Linkability as follows; Probability for
attacker(s) to find out the link between a sender



and a receiver of the data. We calculate Unlinka-
bility as follows; Unlinkability = 1 - Linkability

Notations

N: a set of whole nodes in networks

I: a set of intermediate nodes between a sender
and a receiver (I C N)

ir (k € N): an intermediate node (if, € I)

Pr(i): Participating collision Probability of iy,

A(i): Availability of ig, [IN| =n, [I|=m (n >
m

)

2.6 Unlinkability of Both Schemes

Onion Routing Scheme The only way to identify
the link is method I. Therefore,

Unlinkability = 1 — Linkability
=1— Pr(i1) Pr(i2) - - - Pr(im)
= 1— ][ Pr(ix)
k=1
Sliced Onion Routing Scheme Attacker can use
both method I and II.
Unlinkability = 1 — Linkability

= 1— T[ Pr(ix) — L T Pr(ix) — - -
k=1 k=2

— 1= ] Pr(is) — = i ﬁ_Pr(ik)
k=1 J=2k=j

2.7 Further Analyses

About Unlinkability Unlinkability of Onion Rout-
ing Scheme is always equal or slightly higher than
that of Sliced Onion Routing Scheme.

The difference is %]22 kl;[j Pr(iy) < ™

Usually, we can say m << n.

Therefore this difference is ignorable.

About Availability Availability of Sliced Onion
Scheme is constantly much higher than that of
Onion Routing Scheme (the more complicated a
networks is, the much higher Availability in Our
Scheme).

3 Conclusion

We have shown major existing anonymous rout-
ing schemes in this report, and pointed out their
drawbacks when we apply them to whistle-blowing
from the inside activities in recent networks. We

focused on Onion Routing Scheme to compare with
our scheme; Sliced Onion Routing Scheme, which
are superior to others. For our results of the com-
parison, there is trade-off between Availability and
Unlinkability, but the difference of Unlinkability is
ignorable meanwhile Availability of Sliced Onion
Routing Scheme has much higher Availability than
Onion Routing Scheme. Therefore we believe that
our scheme is superior to other schemes especially
in dynamic and complicated networks with Sender-
Identifiable Environments.
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